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Common Access Card help
for your personal computer

Presented by Timothy A. Solberg

Tim enjoys helping Mac users. However,
please know that he works 0700 -1700 EST
and will get back to you as soon as he can.

Video instructions can be viewed at:

Contact information is on the last page

Presentation last tweaked by CW3 Danberry on: 16 January 2012


http://militarycac.com/MACvideos.htm

Configuring Firefox on your MAC using Coolkey

This currently only works with the Gemalto 1 stand 2"
Generation (64 & 72) CACs. There is a patch for the
144 CAC but it is not yet tested.

If you are NOT familiar with Linux or Terminal DO NOT
ATTEMPT THE FOLLOWING COMMANDS, have Tim or
someone who knows what they are doing do this for
you. Tim has no problems helping you and can setup a
time to access your MAC remotely and will do it for

youl.



Download mac-coolkey-1.1.0.zip to your computex usmg
Firefox from: | SAeR e o0 Vi o

Open Terminal

All commands must be entered as Root. To get into Root, type: $ Su
Enter your Root Password then press Enter

Should look something like: sh -3.2# Now copy the following commands:
$ sudo mkdir -p /usr/local/lib

$ sudo mkdir -p /usr/local/include

$ sudo mkdir -p /usr/local/bin

$ unzip othen dr agoolkepyd . dr ®p zti lpe i mader
Enter

$ cd usr/local/CoolKey

$ sudo cp -r lib/* /usr/local/lib/

$ sudo cp -r include/* /usr/local/include/

$ sudo cp -r bin/* /usr/local/bin/

Once that is done copy and paste this line into Firefox
/usr/local/lib/pkcs1l/libcoolkeypkll.dylib
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Click Firefox, then Preferences...
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Click Advanced(gear), Encryption(tab), Security
Devices(button)
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Click Load(button)
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e &y A B G| o}

Tabs Content Applications Privacy Security Advanced
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Builtin Object Token

Enable FIPS




Title it: CAC Card Reader Copy then paste the following:
/usr/local/lib/pkecsl1l/libcoolkeypkl l.dylib
into Module filename, then click OK
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Below Security Modules and Devices you will see CAC

Card Reader with your name below it. This means it
worked, Click OK
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Try going to a CAC enabled website.
Example: Air Force Portal hit; AT
Click [ understand the risks

@ Mozilla Firefox is free and open source software fram the non-profit Mozilla Foundation.

This Connection is Untrusted

You have asked Firefox to connect securely to www.my.af.mil, but we can't confirm that
your connection is secure.

Normally, when you try to connect securely, sites will present trusted identific;
that you are goeing to the right place. However, this site's identity can't be

What Should | Do?

If you usually connect to this site without problems, this errgg®ould mean that someone is
trying to impersonate the site, and you shouldn't contin]

Get me out of |

Technical Details

I Understand the Risks'



https://www.my.af.mil/
https://www.my.af.mil/

Click Get Certificate (button) then Confirm Security
Eacirroidicm (o)

Untrusted Connection

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

[
Server
0 Mozilla Firefox is free and open sourc
Location:  https:/ /www.my.af.mil/faf/FAF/fafHome jsp
Certificate Status
This site attempts to identify itself with invalid information.

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized autl

g Permanently store this excepti;

([ Confirm Security Exception

TFyou Understand what's going on, you can tell FITeroX to start trusting this site's

identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

Add Exce;




Type your CAC PIN in the Password Required box, then
select OK
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Select the Email Signature Cert (Air Force)

AKO uses the NON Email certificate




